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Abstract

The threat of bioterrorism (BT) surrounding a major, high profile event forces the public
health infrastructure to focus attention on challenges posed by emerging and re-emerging
infectious diseases. A goal of this research study was to determine if it is feasible for
healthcare facilities to modify their patient information systems (PIS) to collect provider-
identified syndromes and to evaluate the technical approaches to automated data
collection. The project also addressed the HIPAA issues related to data sharing and
aggregate reporting across multiple counties. The study was conducted in five Florida
counties by the Duval County Health Department. Eight hospitals were identified to
participate because of their proximity to the Super Bowl and related venues. A one-
month period of baseline data was collected (at most facilities) to identify normal illness
trends. Five facilities transmitted data via a digital bridge from their patient information
system directly to BioDefend® servers. Three facilities entered data via a web-based
form. An automated tool analyzed provider-identified syndromes and sent alerts via an
email-enabled device when increases of syndromes exceeded the pre-established
thresholds.

Automated data collection of provider-identified syndromes is a reasonable approach for
near real-time syndromic surveillance. Collecting data via a digital bridge directly from
the healthcare facility’s PIS increases timeliness of reporting by 8 hours over manual
collection via a web-based form. A limitation of this approach is the necessity to modify
the PIS. Strengths of automated data collection include reducing the burden on healthcare
providers as well as increasing the timeliness of data collection and analysis. An
additional strength of the BioDefend® system is the explicit agreement for data
releasability which was required by some facilities for participation. The security model
of the automated reporting system allowed epidemiologists in multiple counties to study
aggregate disease patterns by syndrome without giving access to the individual de-
identified records of patients in a county outside their own. Patient confidentiality and
security concerns must be addressed early in any syndromic surveillance implementation
to secure the cooperation of healthcare providers. The system continues to be used in ten
counties in North and Central Florida.

Introduction

Jacksonville, Florida was host to Super Bowl XXXIX on February 6, 2005. Duval
County Health Department (DCHD) was a lead agency for public health and hospital
preparedness efforts for this special event. Bioterrorism surveillance is an integral
component of DCHD’s Comprehensive Emergency Management Plan. Many types of
surveillance are routinely used by DCHD and for this large event three additional
surveillance systems were implemented. The three systems included BioDefend® which
utilizes provider-identified syndromes, CDC’s Early Aberration Reporting System
(EARS) which uses chief complaints and ICD-codes, and cruise ship surveillance.
BioDefend® and EARS were implemented with the intention of making them permanent
components of Duval’s surveillance system.

This study was a collaborative effort between Duval County Health Department,
University of South Florida’s Center for Biological Defense (CBD), and DataSphere,
LLC. DCHD’s role in the project was to identify surveillance sites, involve community
partners, share data/info with surrounding counties and the state department of health,
and secure funding for the system. CBD’s role in the project was facilitating the

i and technical i ion of the system and serving as a liaison between
hospitals, health departments, and DataSphere, LLC. DataSphere, LLC owns and
operates BioDefend® and was responsible for the technical setup and maintenance of the
system. The purpose of this study was to evaluate the implementation of the BioDefend®
syndromic surveillance system for its use in special events. The study addressed the
feasibility of automated data collection by healthcare facilities and issues related to
implementation of a syndromic surveillance system.
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Methods

Duval County Health Department (DCHD) selected the BioDefend® syndromic surveillance system for use in developing a regional surveillance system to be used for special event surveillance and
for long-term continuous use. DCHD identified four additional counties to participate in the project due to their proximity to Jacksonville and the healthcare facilities within their jurisdiction. Ten
hospitals were invited to participate in a one year pilot project by their health department and eight hospitals agreed to participate (Hospitals A-H).

A requirements analysis was conducted at each surveillance site to determine the facility's data collection method and whether customization was required for site participation. The emergency
department’s (ED) workflow was evaluated to determine the point of data collection with the least impact on workflow. Once a data collection method had been established and tested at each
facility and health care providers were trained, the surveillance site started data collection. The participating surveillance sites collected information on 9 syndromes including ‘respiratory’,
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like illness’, itis’, ‘rash with fever’, ‘neurological’, ‘botulism-like illness’, ‘sepsis, non-traumatic shock’, ‘unexplained death with history of fever/coma  and ‘no
Healthcare professionals were trained to correctly identify each syndrome. A ten-minute training was conducted in the ED before the start of data collection at each facility. Syndrome Reference
cards (ringed 3x5 laminated cards with syndrome definitions) were located at points of data collection in the ED. The cards functioned as a reference for healthcare providers and served to improve
the validity of the syndromes chosen. Most facilities started data collection one month before Super Bowl in order to establish a baseline for analysis. The BioDefend® system has two types of data
collection methods; manual and automated.

The criteria for evaluating the strengths and weaknesses of each data collection method are: participation, timeli for i ), and til

Insurance Portability and Accountability Act (HIPAA ) were two issues addressed during implementation.
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Results

Duval County Health Department choose the BioDefend system for many reasons. BioDefend® operates in near real-time, provides the needed security, allows for the appropriate data granularity,
and is cost efficient.

Participation

There were ten hospitals approached to participate in this project and eight accepted. Hospitals A-C were originally approached for automated data collection and declined. They chose to participate
in the project using manual data collection methods due to changes occurring to their existing patient information system (P1S). When a new PIS is implemented in these facilities, the hospitals will
start automated data collection. Hospital | declined to participate at the time because of construction to their facility and Hospital J was unable to modify their patient information system at the time.
Both Hospitals | & J expressed interest in participating in the future upon resolution of issues. (Table 1)

Timeliness of Implementation

Funding for the BioDefend® project was secured in late July 2004, allowing for six months to implement in all facilities. Time restrictions on implementation included health department and hospital
personnel time for response to four hurricanes and the requirement for at least one month of data collection to establish a baseline for analysis. The time required for implementing automated data
collection is greater than for manual data collection. For a special event, the use of manual data collection was acceptable. Manual data collection was implemented rapidly after gaining approval
from ip. The i ion of data collection was labor intensive requiring instruction and interaction with emergency department staff and information technology personnel.

Timeliness of Reporting

It was found that automated data entry systems were more timely than manual sites. Automated sites transmit data over the digital bridge at adjustable set intervals. This interval is determined by the
healthcare facility information technology department and is based on a balance between timeliness of data transmission and hospital server time. The manual sites in this study did enter data in a
timely manner. Possible explanations for the timely manual data entry were an understanding of the need for timely data entry by staff, the ease of data entry, directives from leadership, the hype of
a large event occurring or most likely a combination of these reasons. In order to facilitate manual data entry, the entry website mimics the paper form used at the facility. This reduces
misclassification of diseases and reporting errors. The completed syndrome forms are held for one month to facilitate investigation, if an outbreak was detected.

Data Granularity and HIPAA Issues

The data architecture of the BioDefend® system allows for maximum data granularity. Participants give explicit g/denying access to other facilities, county PH,
regions, state, or even ad hoc groups created to support an event or emergency. A facility or group can opt to share syndrome counts for regional geospatial analysis without sharing individual
encounter records. Public health, emergency operations, and medical personnel considered this flexible data security model critical to the success of any regional surveillance effort. The Florida
DOH allows for syndromic surveillance in Rule 64D-3.002 Section jjjj. An agreement was created between parties to protect patient confidentiality and maintain HIPAA compliance.
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Table 1. Implementation Data for Northeast Florida Hospitals

Conclusions and Implications for Use

« Previous studies has shown that health events can be identified by BioDefend® earlier than
routine surveillance methodologies through the use of advanced information technology.

« Timeliness is an important component of surveillance and ‘real-time” surveillance is
possible.

« Automated data collection is more timely than manual data collection and should be
considered for long term, continuous use.

« The automatic transfer of data eliminates the need for manual data entry. This minimizes
the burden on providers and increases accuracy of data entry.

« Customizing the system for each site was important so that reporting did not disrupt the
work flow or compromise the quality of the data.

« Maintaining HIPAA compliance is essential and can be addressed with an agreement on
Protect Heath Information.

« Future research on the BioDefend® system includes a validation study of provider-
identified syndromes when compared to chief complaints and ICD-9 codes, and an
evaluation of all surveillance systems used in Northeast Florida.
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